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CISSP CAT Examination Information

The CISSP exam uses Computerized Adaptive Testing (CAT) for all English, German,
Spanish-Modern, Japanese, Simplified Chinese exams. You can learn more about CISSP

CISSP CAT Examination Information

The CISSP exam uses Computerized Adaptive Testing (CAT) for all English, German,
Spenish-Modern, Japenese, Simplified Chinese exams. You can learn more about CISSP

CAT at wuwisc2 org/cenificatons/CISSP-CAT CATet
3 hours Longth of exam 3 hours.
100-150 Number of items 100- 150
Multiple choice and edvanced item types ftom format Multiple choice and dvanced innovative items
700 out of 1000 points Pazzing grade 700 out of 1000 points

Chinese, English, German, Japanese, Spanish Exam language availability ~ Chinese, English, German, Japanese, Spanish

Tosting conter 1SC2 Authorized PPC and PVTC Select Pearson VUE
Testing Centers

1SC2 Authorized PPC and PVTC Select
Pearson Testing Centers

CISSP CAT Examination Weights

or Domain: s

 Security Governance and Risk Management 13.6% 1. Security and Risk Management 16%
2. Asset Security @ 2. Asset Security 10%
3. Security Architecture and Engineering 12.8% 3. Security Architecture and Engineering 13%
4. Communication and Network Security 12.8% 4. Communication and Network Security 13%
5. Identity and Access Management (IAM) 136% . Identity and Access Management (AM) 13%
6. Security Assessment and Testing 12% 6. Security Assessment and Testing 12%
7. Security Operations 12.8% 7. Security Operations 13%

8. Software Development Security a2

Total: 100%

8. Software Development Security 10%

Total:  100%

CISSP Certfcation Exam Outine 3 CISSP Gertfcation Exam Ousine 3
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Domain 1
1.1 #ri¥ Ethics in Artificial Intelligence (Al) - EEELFEE » 1A & Al FYFRiTEi &R -

1.3 ¥ PCI 23 PCI DSS - {H standard FR framework 2R [EE2: - BRI REET
standard {[} framework i 55—5% ° Due care/due diligence 43¢ Due care and due

diligence B /FH ELE o

5 AT ER B IER industry standards DAfF&#E8E - K& industry standards 2124 > [f
Z<mz—*ﬁﬁﬁﬁﬁiiﬁﬁﬁ|nvesnganontype)o

1.8 [ Fe S SIHZERIER B SLA (JFUASE: 7.4 BT - BRAESER 1.8 HYBITT) -

1.9 Risk treatment 2251 risk mitigation strategies. (fEEHFH risk treatment » {H {1 H
risk response » 7R CISSP HYEEE IS0 AR —8 R —E0)

1.12 A SREL SRR 7 /AR T Y BRI (R B 22 e e BB AR A b > IR S AR gy
 FRIEEE R — 20 o (RIB R TR KREVEUE IR » N@Pilbivsis - BEFIs 75
Elﬁﬁ MG —TAZ IR E B (5 A\ 28 (stakeholder engagement) ©

Cortfnd Infer

1562 Corstieation

gl: Domain 1:

@ il Domain 1:
Security Governance and Risk Management LI Security and Risk Management

1.1 Understand, adhere to, and promote professional ethics 1.1 Understand, adhere to, and promote professional ethics

» ISC2 Code of Professional Ethics
» Organizational code of athics

» ISC2 Code of Professional Ethics » Ethics in Artificial Intelligence (A1)
=
» Organizational code of sthics

1.2 Understand and apply security concepts

1.2 Understand and apply security concepts

» Confidentiality, integrity, availability, authenticity, and non-repudiation » Confidentiality, integrity, and availability, authenticity, and nonrepudiation (5 Pillars of Information Security)

1.3 Evaluate, apply, and sust

 Control and Related y
curty Arcitectur (SABSA), Paymant Card Industry (PCY), Facers Risk
agement Program (FedRAMP))

[ i for i
regulatory, imeSTy S magiis)

" .
civil, regulatory)

1.6 Develop, document, and implement security policy, standards, procedures, and guidelines
1.6 Develop, document. and implement security policy, standards, procedures, and guidelines
1.7 Identify, analyze, assess, prioritize, and implement Business Continuity (BC) requirements
» Business impact analysis (BIA)
» External dependencies

1.7 Identify, analyze, assess, prioritize, and implement Business Continuity (BC) requirements

Business Impact Analysis (BIA)
» External dependencies

(CISSP Cersfication Exam Outine 4

(CISSP Certicaion Exam Ousine s
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1.8 Contribute to and enforce personnel security policies and procedures
» Candidate screening and hiring » Onboarding, transfers, and termination processes
» Employmant agrasmants and palicy driven > Vendor, consuitant, contractor agresmants and
requirements controls fe.g., Servica:Lavel Agrasments (SLA)
1.9 Understand and apply risk management concapts
» Threat and vulnerabilty identification > Continuous improvement (e.g., maturity modeling)
» Risk analysis, assessment, and scope > Risk frameworks (¢.5., International Organization
. Ri et ion (IS0), National Institute
insurance, gsk mitigation strategies) of Standards and Technalogy (NIST), Control

Objectives for Information and Related Technology
(COBIT), Sherwood Applied Business Security
Architecture (SABSA), Payment Card Industry (PCI),

» Applicable types of contrals (£.9., preventive,
detection, comective)

» Control ssasements (o5, sssurty and privasy) The Health Instrance Fortabiity and Accountability
» Continuous monitoring and measurement Act (HIP
Conti toring and ¢ (HIPAA)

» Reperting le.g., intemal, extemal)

1.10 Understand and apply threat modeling concepts and methodologies

1.1 Apply Supply Chain Risk Management (SCRM) concepts

» Risks associated with the acquisition of products > Risk mitigations (e.g., third-party assessment
and servicss from suppliers and providers (s.g., and monitoring, minimum security requirements,
product ampering, counterfeits, implants, service level requirements, siicon root of trust,
reputational) physically unclonable function, Software Bill of

Materials )

1.12 Establish. maintain, and measure a security awareness, education. and training program
» Methods and tachnigues to increase. » Program effectivensss svalustion and

awrareness and training (e.g., sacurity champions, ctakeholder angagement
gamification) =

» Periodic content reviews to includs emerging
technologies and trends (e.g., cryptacurrency,
Artifcial Intelligenee (Al), blockehain)

rrston
Syvtema Securty Professionsl
15C2 Corateation

1.8 Contribute to and enforce personnel security policies and procedures

2 Candidate screening and hiring » Onboarding, ransfers, and termination processes
 Employmant agmements and palicy driven » Vandor, consultant, and contractor agrasmants and
requirement controls

1.9 Understand and apply risk management concepts
5 Threat and vulnerabii

> Risk analysis

dentification » Continuous improvement (e.g. wmaturity
modeling]

sssessment, and scope
» Risk frameworks (e.g., International Organization

it for Standardization (150), Natienal Institute
F Standards and Technology (NIST), Control
» Applicable types of controls (2.3, praventive, Objectives for Information and Related Technology
detection, corrective) (COBIT), Sharwood Appliad Business Security

» Control assessments [e.g., securty and privacy) Architecture (SABSA), Payment Card Industry (PC)
 Continuous menftaring and messurement

» Reporting le.g., intemal, exteral)

1.10 Understand and apply threat modeling concepts and methodologies

1.11 Apply supply chain risk management (SCRM) concepts

» Risks associated with the acquisition of products service level requirements, siicon raot of trust,
and seniices from suppliers and providers (e.g.. physically unclonable function, softwars bill of
product tampering, counterfeits, implants)

2 Risk mitigations (e.g., third-party assessment
and menitoring, minimum security requirements,

1.12 Estabiish and maintain a security awareness, education, and training program
» Methods and techr

and training fe.g., =
curity champions, gamification)

ues o » Program

 Periodic content reviews to inelude emerging
technologies and trends (e.g., cryptocumrency,
artiicial intelligence (A1), blockehain)
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Domain 2
2.2 flEENELEFERZ KL T 4 THTEE (BRiRAAREE » A TIEE) -
2.4 B IS T R
2.5 IR AR R AR A SRR B RRA T00  HTARR $ T i
% T IR 4 MEFR (75 742 (CNAPP)

Domain 2:
Asset Security

Domain 2:
Asset Security

2.1 Identify and dassify information and assets

» Data classification
» Asset Classification

2.1 Identify and dassify information and assets

» Data dlassfication
» Asset Classification

@ Establish i ion and asset handling

2.2 Establish information and asset handling requirements
sl e gy 2.3 Provision information and assets securely
» Digital/siectronic
+ Excuremmerta dedinion » Information and asset ownership
» Asset inventory (e.g, tangible, intangible)
23 Provision information and assets securely » Asset management
s Information and asset ownership.
» Asset inventory (e.g., tangible, intangible) 24 Manage data lifecycle
» Asset management 4 » Data roles (i.e., owners, controllers, custodians, » Data maintenance
processors, users/subjects) > Diata retantion
24 Manage data lifecycle » Data collection » Data remanence
» D int polic » Data maintenance *Dataclocation » Data destruction
» Data roles (i.e., owners, controllers, custodians, » Data retention » " o
processors, userd/subjects) s 25 Ensure appropriate asset retention (e.g.. End of Life (EOL), End of Support)
» Data collection .
» Data destruction 2.6 Determine data security controls and compliance requirements

» Data location
. o i use, i transk,
@Ensure appropriate asset management (e.g., End of Life (EOL), End of Support (EOS) . S:;“;'“f:b‘;“ enst st
» Standards selection

» Data protection methods (e.g., Digital Rights Management (DRM),
data loss prevention (DLP), cloud access sscurity broker (CASE)

» Asset management policy
» Asset retention
» Asset retirement

2.6 Determine data security controls and compliance requirements
» Data states (e.g., in use, in transit, at rest)
» Scoping and tailoring
» Standards and controls selection
» Data protection methods (s.g., Digital Rights Management (DRM),

(OSSP Carthcsion Exam Ovsine 6

WUSON Academy 4 https://WentzWu.com
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Domain 3

3.1 B/ MR A e MR AL

TFHIFEZE (well-architected framework)

person integrity) °

241 Hardware Security Module (HSM) -

W FEES R PoLP 5 KISS 4% KISS JE A o #riZaf B
T AE#&Ef(rotation of duties)Ei —. A 5Z%&: (two-

3.5ICS fii.I= OT ~ EHRIEHAIZ T FaaS (HUCEERRIY serverless) ~ flARE I E A2 EURA

NI RERE) o 2 T AERESRE R -

Z%f(autonomous systems) iz & T EL ©

/4

3.6 PKI 225 quantum —&8 (& quantum key distribution 4J5% key distribution) °

% | E [ (zero-day) K B EL Al HYEE -

3.10 ZRREE I ZE 2 4R REE% 51 (secure architectural design) ~ (7% (disposal) i il 2241y
k1% (secure disposal) ; i EsEZA 42245 (continuous security review) °

Cartfad nformseion

@@ Domain 3:
j-8 Security Architecture and Engineering

3.1 Research, implement, and manage engineering processes using secure design principles

» Threat medeling » Privacy by design (e.g., privacy-snhancing
» aagigle of Least prvilege (PoLP) technaiogies)
+ Defense in Depth (DID) 2 Shamdimsponsbiiy.

» Secure Access Servics Edgs (SASE)

» Secure defaults
» Fail securely
» Separation of Duties (SoD)

» Pringoles of keep it simple and small

» Zero Trust (2T)

3.2 Understand the fundamental concepts of security models
(e.g.. Biba, Star, Bell-LaPadula)

3.3 Select controls based upon systems security requirements

3.4 Understand security capabilities of information systems (e.g., memory protection, Trusted
Platform Module (TPM), ﬂj@mcurim Module (HSM), encryption/decryption)

3.5 Assess and mitigate the vulnerabilities of security architectures, designs,
and solution elements

and Industrial » Edge computing systems
sed s ys(hmi( g., Softwar

wre as a Ser mee(\ ey P\ ﬁ.m
aas),sm rless,

+ Distributed systems

3.6 Select and determine cryptographic solutions
sgraphic fe eycle (2.9, keys, aigorithm

CISSP Cartfestion Exam Queine

@@ Domain 3:
j-8 Security Architecture and Engineering

3.1 Research, implement and manage engineering processes using secure design principles

+ Threat modeling » Keep it smple and small
» Least privilege » Zero trust oemTETT——"
» Privacy by design

» Shared responsibility

» Secure access service sdge

> Fai y
» Segregation of Duties (SoD)

3.2 Understand the fundamental concepts of security models
(e-g.. Biba, Star Model, Bell-LaPadula)

3.3 Select controls based upon systems security requirements

3.4 Understand security capabilities of Information Systems (IS) (e.g.. memory protection,
Trusted Platform Module (TPM), encryption/decryption)

3.5 Assess and mitigate the vulnerabilities of security architectures, designs, and solution
elements

» Client-basad systems
» Serverbased systems

3.6 Select and determine cryptographic solutions

» Cryptographic life cycle (e g.. keys, algerithm » Key management practices (e.g., rotation)
selection) s eal
Cryps symmetri diatior

(e.9., ey ey distribution)

WUSON Academy
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3.7 Understand methods of cryptanalytic attacks

» Brute force » Timing

» Ciphertext only » Adversary-in-the-Middle (MITM)

» Known plaintext » Pass the hash

» Frequency analysis » Kerberos exploitation

» Chosen ciphertext » Ransomware

» Implementation attacks » Zero-Day attacks

» Side-channel » Artfical intelligence (Al threats

» Fadkinfection (e.g., adversarial Al, Al mode! poisining,

deepfake sttacks)
3.8 Apply security principles to site and facility design

3.9 Design site and facility security controls

» Wiring i issues
» Server rooms/data centers (e.g., natural disasters, man-made)
» Fire prevention, detection, and suppression

» Power (e.g., redundant, backup)

» Media storage facil

» Evidence storage

» Restricted and work area security

» Utiities and heating, ventilation, and
air conditioning (HVAC)

3.10 Manage the information system lifecycle

» Stakeholder needs and requirements » Verification and validation
» Requirements analysis » Continuous security review

» Secure Architectural design
-—

» Transition/deployment
» Development/implementation » Operations and maintenance/sustainment

» Integration » Retirement/sscurs disposal
g m posal

3.

®

o

Understand methods of cryptanalytic attacks

» Brute force
» Ciphertext only

» Known plaintext

» Frequency analysis

» Chosen ciphertext

» Implementation attacks
» Side-channel

» Timing
» Man-in-the-Middle (MITM)
» Pass the hash

» Kerberos explaitation

Apply security principles to site and facility design

Design site and facility security controls

» Server rooms/data canters

» Media storage facilities

» Evidence storage

» Restricted and work area sacurity

heating, ventiation, and
g (HVAC)

10 Manage the information system lifecycle

» Stakeholders needs and requirements
» Requirements analysis

» Architectural design

» Development /implementation

» Integration

issues
(e.g., natural disasters, man-made)

» Fire prevention, detection, and suppression

» Power (e.g,, redundant, backup)

» Verification and validation

» Transition/deployment

» Operations and maintenance/sustainment
» Retirement/disposal

WUSON Academy
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Domain 4
4.1 % TS ERY

Corted jformatien
Cissp | Srstems Secury Professionsl
1562 Cartfication

'E Domain 4:
.| Communication and Network Security

4.1 Apply secure design principles in network architectures

» Open System Interconnection (OSI) and Transmission Control Protocol/Intemet Protocol (TCP/IP) models
» Internet Protocol version 4 (IPvd) and 6 (Pvé) (e.g., unicast, broadeast, multicast, anycast)

» (« (IPSec), Secure Shell (SSH), Layer (SSLY/
Transport Layer Security (TLS))

. Impllealiohs of multilayer protocols

1 Coruitged pvaook Wiy v i Coigas Symacis biatoos (SCEN,Veicn e Vasrnat e
NoIP), InfiniBand over Ethernet, Compute Express Li

» Transport architecture (¢.g., topology, plane,

» Performance metrics (e.g., bandwidth, latency, jitter, throughput, signal-to-noise ratic)

» Traffic flows (e.g., north-south, east-west)

n-band, out-of-band, air-gapped)

» Logical segmentation (e.g., Virtual Local Area Networks (VLAN), Virtual Private Networks (VPN),
Virtual Routing and Forwarding, Virtual Domain)

» Physical segmentation (e

" Intusion Detection s(;sfm (IDS)Intrusion Prevention System (PS), Zero Trust)
» Edge networks (e.g., ingress/egress, peering)

» Wireless networks (e.g., Bluetooth, Wi-Fi, Zigbee, satellite)

» Cellular/mobile networks (e.., 46, 5G)

» Content Delivery Networks (CON)

» Software Defined Networks (SDN), (e.g., Application Programming Interface (API), Software-Defined
Wide-Area Network (SDWAN), network functions virtualzation)

» Virtual Private Cloud (VPC)
» Monioig end
pacity management, fault A handiing)

B S:)M;ve-deﬁned security

routers,

4.2 Secure network components.
> Operation of m'ruvm:m'e (e.g., redundant » Network Access Control (NAC) systems.
power, wamranty, support) (e-g., physical, and virtual solutions)
» Transmission media (e.g., physical security » Endpoint security (e.g., host-based)
of media, signal propagation quality)
4.3 Implement secure communication channels according to design
» Voice, video, and collaboration » Data communications
(e.g., conferencing, video meating rooms) (e.g., backhaul networks, satsllite)
» Remote access (e.g., network » Third-party connectivity (¢.g., telecom
administrative functions, ;gmote working) providers, hardware support)

(software-defined security) ; ATEFE AKALE 8.5 °

ED
4.3 1Bl UV ER51 2% T 8l T{F (remote working)

Gortified Information
Systema Sacurity Professions!

15C2 Corcficssion

Flﬂ Domain 4:
T[] Communication and Network Security

4.

Apply secure design principles in network architectures

» Open System Interconnection (OS1) and Transmission Control Protocol/Intemet Protoco! (TCP/IP) modsis.
» Internet Protocol (IP) version 4 and 6 (IPv6) (e.g., unicast, broadcast, multicast, anycast)

(IPSec), Secure Shel (SSH), Secure Sockets Layer (SSLY/

. (g,
Transport Layer Security (TLS))
» Implications of multilayer protocols

» Converged protocols (e.g., Comp: Interface (SCSI), Voice Protocol
(VolP), InfiniBand over Etheret, Compute Express Link)
» (e.g., topology, olane, d-forward)

» Performance metrics (e.g., bandwidth, latency, jitter, throughput, signal-to-noise ratic)

» Traffc flows (e.g., north-south, east-west)

» Physical segmentation (e.g., in-band, out-of-band, air-gapped)

» Logical segmentation (e.g., virtual local area networks (VLANs), virtual private natworks (VPNs),
virtual routing and forwarding, virtual domain)

» Mi (2.9, network i

intrusion detection system (IDS)intrusion prevention system (IPS), zero trust)

, routers,

» Edge networks (e.g., ingress/egress, peering)

» Wireless networks (e.g., Bluetooth, Wi-Fi, Zigbee, satellite)

» Cellular/mobile networks (e.g., 4G, 5G)

» Content distribution networks (CDN)

» Software defined networks (SDN), (e.g., application programming interface (API), Software-Defined

Wide-Area Network, network functions virtualization)

» Virtual Private Cloud (VPC)

» Monitoring and
capacity management, fault et handiing)

42 Secure network components

» Operation of infrastructure (e.g., redundant » Network Access Control (NAC) systems.
power, warranty, support) (e-g., physical, and virtual solutions)

» Transmission media (e.g., physical security » Endpoint security (e.g., host-based)
of media, signal propagation quality)

43 Implement secure communication channels according to design
» Voice, video, and collaboration » Data communications.
(e.9., conferencing, Zoom rooms) (¢.9., backhaul networks, satelite)
» Remote access (e.g., network » Third-party connectivity (e.g., telecom
administrative functions) providers, hardware support)
(ISP Coricton Exam Ovsie 5

WUSON Academy

https://WentzWu.com



CISSP ¥rhi % st A4 o ki BH 2026/10/19

Domain 5
5.1 % T BRE(LAE ~ ) B - mEY) 0 TS T B (identities)—I1F -

5.2 AAA “RERII(HER MFA R nEERss) » (HH a5t iU s s L 11 - W2
(FIDO, WebAuthn, Passkeys, 4= ¥714512) -

5.4 FZEREHHE Rule-based access control fififi A RuBAC ; #JFHZKHY Risk-based access
control 4% risk-adaptable access control i/ fififE 5 RadAC -

5.5 FEFEZAFIHE sudo 1% administrator groups/sudo > DIBEGATE Linux 245 o
5.6 E S 758 AR IR E S0 BrnS B HE 24 -

Cortiied nformation
Clssp. | Srstems Security Professional

J 15c2 Corsteation

ﬁ} Domain 5:
Identity and Access Management (IAM)

5.1 Manage physical and logical access to assets (e.g.. provision, control, review, revoke)

Gertifid Information
Cissp | Sritems Securiy Professional
1562 Corsfestion

ﬁ} Domain 5:
Identity and Access Management (IAM)

5.1 Control physical and logical access to assets

» Information

5.2 Design identification and authentication strategy (e.g.. people, devices, and services)
5.2 Design identification and authentication strategy (e.g.. people, devices, and services)

» Groups and Roles » Federated Identity Management (FIM)

» Groups and Roles » Credential management systems
» Authentication, Authorization and Accounting | management systems

» Authentication, Authorization, Accounting (AAA) (e Pasaord vl (a88) - i rd vault)

» Session management » Single sign-on (§50) PR s,

» Just-In-Time

» Registration, proofing, and establishment
of identty (Passwold\ess authentication

» Session management

» Registration, proofing, and establishment
» Federated Identty Management (FIM) s [ e O e, iy,

5

@

Federated identity with a third-party service

53 Federated identity with a third-party service » On-premises » Hybrid

> Hybrid Cloud
54 and manage
54 and manage » Role-based access control (RBAC) » Attribute-based access control (ABAC)
» Role-based access control (RBAC) » Attribute-based access control (ABAC) » Rule-based access control » Riskibased access control
» Rule-based access control (RuBA > Risk;Adaptable Access Control (RAdA » Mandatory access control (MAC) » Access policy enforcement (e.g., policy decision
» Mandstory access control (WAG] » Access poliey enforcement (e.g., palicy decision » Discretionary access control (DAC) Pomt; pobcy enforcement pord
» Discretionary access control (DAC) Pomtpoky enforcamesi posi) . —
55 Manage the identity and access provisioning lifecycle

55 Manage the identity and access provisioning lifecycle

» Account access review (e.g., user, system, service) » Role definition and transition (e.g., people
» Account sccess review (e.g., user, system, servics) » Privilege escalation (e.g., use of or i * ;i
ion (e.g., use of sudo,
b a——— - e ek s, 3
(2.9, on /off boarding and transfers) e e

» Role definition and transition (e.g., people »: Senvice accounts management
assigned to new roles)

5.4

N

Implement authentication systems

56 ication and ization systems
——

(CISSP Carthcation Exam Ousine. ) (CISSP Certhcation Exam Ousine. 10
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Domain 6

6.2 353 RIS IR B9 (ST /RE R AT IR) ~ ASS T B2 tE ik (breach attack simulation) & A (S
$%5i attack simulation °

6.4 1 Analyze test output 4% Analyze test/audit output (I 7 audit) °

P —
i | e sttt
ezt

== Domain 6:
243 Security Assessment and Testing

Domain 6:
I8 Security Assessment and Testing

6.1 Design and validate assessment, test, and audit strategies 6.1 Design and validate assessment, test, and audit strategies
» Intarnal (e.g., within organization control) » Third-party (e.g., outside of anterprise control) » Internal (e.g., within organization control) » Third-party (e.g. outsids of enterprise control)
» External (e.g., outside organization control) > Location (e.g., on-pramise, cloud, hybrid) » Bxternal (e.g., outsids organization control) » Location (e.g., on-premise, cloud, hybrid)
6.2 Conduct security controls testing 6.2 Conduct security control testing
» Vulnerability assessment » Coverage analysis » Vulnerability assessment » Coverage analysis
» Penetration testing » Interface testing (e.g., user interface, » Penstration testing (sefeuaiesansadiorane » Interface testing (e.g., user interface,
>3l ig v network interface, Application Programming Bag 2xgigison network interface, application programming
i i Interface (API)) + Log reviews interface (API))
s Symhac aadchand Beébchrias: » Attack simulati waBcpaab attack simulations

» Synthetic transactions/benchmarks
» Code review and testing

» Code review and testing » Comphance checks » Compliance checks
» Misuse case testing

» Misuse case testing

6.3 Collect security process data (e.g., technical, administrative)
6.3 Collect security process data (e.g., technical and administrative)
» Account management » Training and awareness .
» Management review and approval » Disaster Recovery (DR) and »Account management SiREngund s
R A i Business Continuity (BC) » Management rview and spprovl » E‘u’;f;m'i;%&“"
NS » Key performance and risk indicators
» Backup verification data
6.4 Analyze test/audjf output and generate report 6.4 Analyze test output and generate report
» Remediation » Remadiation
» Exception handling » Exception handling
» Responsible disciosure » Ethical disclosure
6.5 Conduct or facilitate security audits 6.5 Conduct or facilitate security audits
» Internal (e.g., within organization control) > Third-party (e.g., outside of enterprise control) » Internal (e.g., within organization control) » Third-party (e.g., outside of enterprise control)
» External (e.g., outside organization control) » Location (e.g., on-premises, cloud, hybrid) » External (e.g., outside organization control) » Location (e.g., on-premises, cloud, hybrid)
(CSSP Certhcaton Eam Outioe: n
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Domain 7

7.1 F SR AR T R S BB AT - DR EIEFr B -
7.2 %7 SOAR : Egress monitoring % T £2(5(DLP).

7.4 FfEA% T %4{(Defense in Depth).

7.5 ERBREERIT 2 T EAY R THERE Data at rest/data in transit [ data states, il 225
(in use, in transit, at rest), FH {EREEEERL SE RV B} = A8 -

7.7 B4R/ BB A S H whitelisting/blacklisting ¢ allowlist/denylist; 58 = %4k
%52 7 2215 (DDoS scrubbing Yt &, 2 E A2 AR B HLER) K E E U (anti-malware)
C R R PRE I 22 51 (EDR, XDR) ©

7.8 fERE 55 BE 3 (vulnerability management) 4k DL 555G A B RERY & FE (vulnerability
based management) °

7.10 ({7 FEF RBSHIER B2 T A A (immutable) B2 i1 (encrypted) ; {855 R S 22
B2 1R ERE (A S A TR /2 BLEAGERD) -

7.1 FEHEAVERGIZ T PRSI (prioritization) » 2 T #rETEf (metrics)IZRFI(MTTR,
MTBF) - {H MTTR 28I T IH H oAV a3 -

7.12 DRP U T 8 4 Pl — (TR A7 4 B (Parallel Full

interruption) + 3 ATAEEHEMATSER » TEREMER R (B 1A TR - MR Bk Y/
INIBIEARFIB R - HISIRAEELE ) -

7.14 BRYZE 22 G 57 By I 8 22 4 FEfH (perimeter security control B2 -5 -
HNE S 22 2 SR P 22 2 e LR SR -

7.15 B | SRELE MR ER B (PEEE ~ 1 ACIRG IS - N T B 57 )
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Cortiid nformation
Systoms Security Professional

1SC2 Corttcation

" Domain 7:
ﬁ? Security Operations

7.1 Understand and comply with investigations

» Evidence collection and handling » Digital forensics tools, tactics, and procedures.

» Investigative techniques. » Artifacts (e.g., data, computer, network,

» Reporting and documentation otle clevica)

7.2 Conduct logging and monitoring activities
» Intrusion Detsction and Pravention (IDPS) » Egress monitoring
» Security Information and Event Management (9. Rata loseFguention (OL7)
(SIEM) » Log management
» Security Orchestration, Automation » Threat intelligence (e.g., threat feeds, threat
and Responss (SOA nunting)
» Continuous monttering and tuning » User and entity behavior analytics (UEBA)
7.3 Perform C i (CM) (e.g.. provisioning, baselining,
74

Apply foundational security operations concepts (e.g.. Defense in Depth (DID))
» Need-to-know/least privilege » Pr
» Separation of Duties (SoD) and responsibilities » Job rotation

ed account management

7.5 Apply resource protection

» Media management » Data states (e.g., in use, in transit, at rest)
_—

7.6 Conduct incident management

» Detection » Recovery

» Response. » Remediation

» Mitigation » Lessons leamed
» Reporting

Certfed Information
Systems Security Professionsl

1562 Cartfcation

7.7 Operate and maintain detection and preventative measures

» Firewalls (¢.g., next generation, web application, » Sandboxing
network) » Honeypots/honeynets
s :;"’“’:‘;‘ D;‘“""" SI{;S*"" D5) and ntrusion Endpoint Protection (e.g., anti-malware,
revention Systsms (FS) Endpoint Detection and Respense (EDR),
Allowist/Danylist Extended Detection and Response (XDR))
S p— = .
ety provled security services
Distributed Denial of Service (DDoS) serubb

services, managed security service pi

(A)) based tools

7.8 Implement and support patch and vulnerability based management
p! pport p: ity o
7.9 Understand and participate in change management processes

7.10 Implement recovery strategies

» Backup storage strategies (¢.., cloud storage, » Multiple processing sites
onsite, offsite, immutable, en ) » System resilience, High Availability (HA),
» Recovery site strategies (2.5, cold vs, Quality of Service (QoS), and fault tolerance
vs. hot, resource capacity agreements
7.1 Implement Disaster Recovery (DR) processes
» Response » Training and awareness
» Personnel > Lessons leamed
» Communications (e.g., methods, priortization) ' Metrics (e.g., baseline, Mean Time to Resolve
» Assessment (MTTR), Mean Time Between Failures (MTBF))

» Restoration

7.12 Test disaster recovery plans (DRP)

» Read-through/tabletop.

fuosss P

Eyllinterruption
Eanalls! Gl intermuption,

» Walkthrough intemal/external)
—_——r

» Simulation

7.13 Participate in Business Continuity (BC) planning exercises

7.14 Implement and manage physical security
» External security controls » Internal security controls

7.15 Address personnel safety and security concerns
» Travel » Emergency management

» Security training and awareness. > Duress

» Machine Learning (ML) and Artificial Intslligence.

P —
cisse | St i
") ez curtesion

" Domain 7:
'-O Security Operations

7.1 Understand and comply with investigations

+ Evidence collection and handling » Digital forensics tools, tactics, and procedures.
Reporting and documentation » Artfacts (e.g., data, computer, network,
Investigative techniques Mo davics)

7.2 Conduct logging and monitoring activities

» Intrusion detection and prevention (IDPS) » Log management

» Security information and event management » Threat intelligence (e.g., threat feeds, threat
(SIEM) nting)

» Continuous monitoring and tuning » User and entity behavior analytics (UEBA)

» Egress monitoring

7.3 Perform i (CM) (e.g.. provisioning, baselining,

7.4 Apply foundational security operations concepts

» Need-toknow/least privilege » Job rotation
» Segregation of Duties (SoD) and ot » Gamit Lo
» Privileged account management

7.5 Apply resource protection

» Media management » Data at rest/data in transit
2 . —_—
» Madia protection tachniques

7.6 Conduct incident management

» Detection > Recovery
» Response » Remediation

» Mitigation » Lessons leamed
» Reporting

P —
sn | S s
" ) Sezcasten

7.7 Operate and maintain detection and preventative measures
» Firewalls (e.g., next generation, web » Sandboxing
appiication, network)

» Intrusion detection systems (IDS) and intrusion
prevention systems (IPS)

» Honeypots/honeynets
» Aggimalware

» Machine learning and artificial intelligence (Al)
based tools

» Third-party provided security services

7.8 Implement and support patch and vulnerability management

79 and ici in change processes

7.10 Implement recovery strategies

» Backup storage strategies » Multiple processing sites
o9 cloud storage; onsite;offsie), » System resilience, high availability (HA),

» Recovery site strategies (¢.g., cold vs. hot, Quality of Service (Q0S), and fault tolerance
resource capacity agreemente)

7.11 Implement disaster recovery (DR) processes
» Response » Restoration
» Parsonnel » Training and awareness
» Communications (e.g., methods) » Lessons leamed
» Assessment

7.12 Test disaster recovery plans (DRP)

» Read-throughtabletop » Full interraption
» Walkthrough » Communications (e.g., staksholders,
» Simulation et gfabie recridl

» Parallel

7.13 Participate in Business Continuity (BC) planning and exercises

7.14 Implement and manage physical security
» Perimeter security controls
» Internal security controls

7.15 Address personnel safety and security concerns

» Travel » Emergency management

» Security training and awareness » Duress.

T e T T e s,
P i ]
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Domain 8

8.1 ¥} SSDF £ SBOM - DUk /e (shift left) - FffIRfesRid e mamE R - 0BG
LAV - NS 2B -

8.2 FEHFE= % T #2{f(memory safe KY){FE ) -
8.4 Open source % | Z3(AGAHE /34T SCA) » EfRF5 % T FaaS -
8.5 fHlkrEk#E 1E #5442 (software-defined security) » KJNAE 4.1 -

Cartind Information
iSSP | Syatems Securty Professional
i T

Domain 8:
Software Development Security

I

Domain 8:
Software Development Security

8.1 Understand and integrate security in the Software Development Life Cyde (SDLC) 8.1 Understand and integrate security in the Software Development Life Cydle (SDLC)
» Development methodolagies (¢ g., Agile, Weterfall, DevOps, DevSecOps, Scaled Agile Framework) » Development methodologies (e g.. Agile, Wateriall, DevOps, DevGecOps, Scaled Agile Framework]
» Maturity models (<.g., Capability Maturity Model (CMM), Software Assurance Maturity Mo (SAMMI) > Maturity models (e.g., Capability Maturity Mods! (CMM), Software Assurance Maturity Model (SAMM))

» Operation and maintenznes = Opsration and maintensncs

» Change management » Change management
» Integrated Product Team » Integrated Product Team

(. Securs Softwars Development Framewark (SSDF) and Softwars Bill of Materisls (SROM) requirements

it 8.2 Identify and apply security controls in software development ecosystems
82 Identify and apply security controls in software development ecosystems » Programming lenguages » Softwars configuration management (CM)
i » Libraries + Code repositoriss
» Programming languages (s.q. memory ssfe, » Continuous Intagration and Continuous
shjactorenied nrern e Delvery (CUCD) » Tool sets * pplaton scurty esing (g, st
» Libraries. » Software configuration mansgement (CM) 4 2 Integrated Development Environment application security testing (SAST),

dynamic applicstion saeurty tasting (DAST),
——

» Tool sets » Code repositories > Runtime software composition analysis, |
» Integrated Development Enviranment » Application security testing (e.g., Static » Continuous Integration and Continuous Delivery
+ Runtime Application Security Testing (SAST), (cven)
Dynamie Application Security Testing (DAST)
8.3 Assess the effectiveness of software security 8.3 Assess the effectiveness of software security

» Auditing and logging of changes » Auditing and logging of changes

» Risk analysiz and mitigation » Risk analysis and mitigation

64 - Asscss seciityinpact of scqtived scivas 8.4 Assess security impact of acquired software

+ Commercia O The-Shelf COTS) + Managed senvicss (e 5. enterprise applications) i i b i 0 Moo e
» Open sourcs (gg. Software Composit » Cloud services (=.g., Software 35 3 Senvics (5339, o iOpen catice P

Anciygi SCAL e Infrastructure a3 a Service (aaS), Platform as » _— et
s Servie (Paad), Function 26 2 Service (EagS) » Third-party et

8.5 Define and apply secure coding guidelines and standards 8.5 Define and apply secure coding guidelines and standards.
» Security weaknesses and vulnerabilites at the source-code level + Sacurity weaie nd cthe e leual

» Security of Application Programming Interfaces (AP1) » Security of applieation programming interfaces (API)

» Secure coding practicss > Secure coding practices
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